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 Single-User vs Collaborative-
Multiparty Cases 

Problem: Confidential computation tasks on 
untrusted cloud servers (OS/Hypervisor), 
Reproducible workflows/logging 

 Approach: Intel SGX (hardware-protected 
memory area, enclave, RAM/Cache) 

 Challenges: Mem.-Acc.-Patterns, 
Interplay between private components 
and service components
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 Pure Software Approaches vs Hybrid Setups 

 Homomorphic Encryption 

 Secure Multiparty Computation (MPC) 

 Hybrid Constructions: AHE, SHE, MPC 

 TEE: Unique CPU features 

 Intel Software Guard Extensions (SGX) 

 AMD Secure Encrypted Virtualization (SEV)
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 Unique Challenges 

 Usability: Intel SGX - Complex, requires code mod; AMD SEV - more practical; Higher level of 
confidentiality requires code modification 

 Side-Channel Attacks: Memory and Cache needs different access patterns to be more resilient, 
requires higher complexity 

 Performance: Performance penalty included in any implementation 

 Collaborative Workflow: Owners attack, conflict between confidentiality and provenance analysis, 
Reproducibility Verification
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 Possible Solutions 

 Usability: Intel SGX - Graphene-SGX and SCONE try to build library OS or shim layer allow unmod. 
Linux Apps in enclaves; Google Asylo and Open Enclave try simplifying SGX programming without 
using API 

 Side-Channel Attacks: Protection of Block Access Patterns, ORAM (disguise block I/O accesses), Data 
flow optimisation, Data Oblivious Approaches (App-Specific), Access Pattern Protection (Framework-
Level, SGX-MR), Monitoring and Detection (Intel Transactional Synchronisation Extensions (SGX-TSX) 

 Collaborative Workflow: Protect from dishonest owners, Control accesses to provenance data, 
automated secure replay of workflows
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 Insights and benefits for the research paper 

 Systems in the public cloud are considered as untrusted 

 TEEs contribute significantly to their trustability by adding a hardware-level security layer 

 The developments of TEE address the unique challenges of confidential computing on HPC systems 
as 

 Usability, Side-Channel attacks, Performance and Collaborative Workflow 

 Benefits: Provides a decent introduction into TEE and HPC by explaining general concepts and 
providing insides on current threats and possible measures
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